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Abstract

Within the scope of the far-reaching digitization of production processes, the IT security of pro-
duction plants is gaining in importance. The pervasive networking in companies, the vertical in-
tegration and the trend toward flatter system hierarchies require comprehensive approaches for
IT security in production. Previous concepts, which relied primarily on isolating the production
plants, must be supplemented with new concepts that make provision for the protection of com-
ponents.

PROFIBUS & PROFINET International (PI) recognized this necessity and tasked the CB/WG 10
Security working group with the development of a concept. This document provides an initial look
at the results of the work thus far. It is intended to serve as a starting point for a discussion with
manufacturers, integrators and users. The objective of this discussion is a coordinated and via-
ble concept that will make industrial communication with PROFINET fit for the requirements of
the future.

This document first describes the motivation and the procedure for the development of a security
concept. Next, the security requirements are determined and the actors in the security process
named and distinguished from one another. This document then discusses the necessary addi-
tions to the PROFINET protocol and the additional protocols required for the system startup. The
points at which changes will be necessary are described at the end. The document closes with a
list of the specifications that are going to be changed and an outlook for the further course of
action.
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1 Motivation

Industrial communication with Industrial Ethernet protocols such as PROFINET, including in the
context of Industry 4.0, is growing in importance. Horizontal and vertical networking in compa-
nies will further increase in the future.

Horizontal integration

Management, Customer Operating
scheduling level

1 1
Process control,
optimization

Supplier

Process
control level

Process stabilization Control
open/closed loop control level
Sensors Actuators Sensor/Actor
level
I I
Process
Technical process level

Figure 1: Horizontal and vertical integration in a sample company

Figure 1 uses a classic automation structure as an example to show the horizontal and vertical
integration in a sample company. In the horizontal integration, the manufacturing company is
connected to both its suppliers as well as to customers beyond its company walls through data.
Production data is exchanged across company borders. With vertical integration, information is
communicated not only to the next higher level, but also across layer borders.

The number of communication-capable components will increase. Ensuring the IT security of
production plants will be viewed as the key requirement for future automation solutions
[VDE2016]. This requirement must also be met by real-time industrial systems, such as
PROFINET. IT security is a fundamental part of the Industry 4.0 strategy of PROFIBUS &
PROFINET International (PIl). For this reason, the CB/WG 10 Security Pl working group is cur-
rently focused primarily on this topic.

Hierarchal structure within production cell Flat structure within production cell
Engineering Engineering Ermosll
station Operator stations station Operator stations ::'._-_
@] L& ac] [e o] &
£inoon
A E Router
Manuf.-specific Ethernet
Protocols
PROFINET net k
Lo Lo Lo EEEEE netwer -
ol o R s
PROFIBUS 10 Controller
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Remote 10s 10 devices Field devices

Figure 2: Transformation of the system structures
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Figure 2 shows the transformation of the system structures and the elimination of hierarchies in
the automation network. Shown on the left side is a hierarchal structure, such as is found in,
e.g., PROFIBUS-based automation systems. Engineering and operator stations, as well as pro-
grammable logic controllers (PLCs), communicate via the automation network frequently via a
manufacturer-specific protocol. The programmable logic controllers communicate with the remote
I0s via PROFIBUS.

This means that different protocols are used at different levels of the network. The right side of
the picture shows a structure with a uniform protocol within a production cell, as used for Indus-
trial Ethernet systems such as PROFINET. All components are connected to a network and use
the PROFINET protocol, for example. Frequently, several such cells are connected to a higher-
level system (vertical integration) as shown in Figure 3.

Plant management level,
Manufacturing
execution level

PROFINET network

N B R I @ - E LR

Figure 3: Connection of several cells to a superimposed level

In the future, intelligent field devices (e.g. temperature transmitters, pressure transmitters) will
also communicate directly via PROFINET and with higher-level systems.

The system structure with one unified protocol offers direct accessibility to all components in the
system. Network management is simplified. A connection to higher-level systems, but also direct
access to the components, is easily possible. This homogeneous structure does, however, pose
challenges with respect to the IT security. All components, including 10 devices — a.k.a. remote
I0s and intelligent field devices — can be accessed by potential attackers directly via the net-
work. In the future, this will result in additional requirements on these devices in the event that
attackers penetrate the automation network or in the case of an internal attack on the network.

2 Purpose of this document

This document is intended to provide component manufacturers, system manufacturers and us-
ers with an initial look at the planned protocol extensions and to document the underlying con-
siderations and concepts. In addition to safeguarding the communication, special focus is put on
maintaining the real-time properties of PROFINET, on the ease of use, on the coexistence with
existing installations and on the serviceability.

In a second step after publication and discussion with the manufacturers and users, the corre-
sponding specification documents are going to be created or existing specifications will be ex-
panded. This may lead to further changes with respect to this document. This document is there-
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fore not normative in nature. Only the subsequently released specification documents are to be
considered decisive for an implementation.

3 Current status PROFINET Security

The IT security concept used for PROFINET, up to now, employs a defense-in-depth approach
[DHS2016]. The production plant is protected against attacks — particularly from the outside — by
means of a multi-layer perimeter that includes, among other things, firewalls [PNO2013]. In addi-
tion, further safeguarding within the plant is possible by dividing the communication network into
zones. Furthermore, a security component test ensures the ability of the PROFINET components
to withstand overloading in a defined scope [PNO2015]. This concept is supported by organiza-
tional measures in the production plant within the framework of a Security Management System
[ISO_27001]

The described security measures correspond to what is currently state of the art. Nevertheless,
further-reaching security measures will be necessary in the future. It must be noted here that
internal offenders are also an increasing risk to production plants [BSI2013]. The described se-
curity measures — which focus on isolation — are effective only to a limited degree against this
group of attackers. In addition, the user groups, e.g., from the process industry, demand further-
reaching protection [NE_153]. PROFIBUS and PROFINET International (PI) therefore decided to
protect the PROFINET protocol in the future through longer-reaching security measures on the
protocol level.

4 Procedure

This document describes the work results of the Pl working group CB/WG 10 Security. In previ-
ous work steps, a threat analysis was performed for PROFINET networks and the connected
components within the scope of a STRIDE analysis [SHO2014]. Security objectives were derived
from this and possible security measures considered. On this basis, technical solution scenarios
were then analyzed and verified using defined attack scenarios. A test from the perspective of
the user and a review for compliance with the fundamental requirements of IEC 62443 shall be
performed after the publication of this document. Based on this procedure, the developed con-
cept will now be presented in this document.

First a notice regarding the use of terminology: Various terms are used in documents than deal
with IT security or information security. Standard [ISO_27001] speaks of information security
whereas the German version of [DIN_IEC_62443-3-3] speaks of IT security. Other documents
also use terms such as OT security or cybersecurity. As this document primarily references the
IEC 62443 series of standards, the term IT security is used.

5 Security requirements for PROFINET

Chapter 1 described that, beyond the existing security measures, a further-reaching protection of
PROFINET on the protocol level is to be developed. Moreover, it is known from
[DIN_IEC_62443-3-3] that security requirements can be described in protection levels which can
be achieved through the combination of technical and organizational measures. As this docu-
ment focuses on protocol extensions for achieving security objectives, it is necessary to deline-
ate between technical and organizational measures. For this reason, this chapter initially consid-
ers the security objectives from a general point of view. This is followed by a delineation to iden-
tify the necessary technical measures for the protocol extension. The chapter then summarizes
the further, non-functional requirements that cannot be derived directly from security objectives.
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5.1 Security objectives/security measures

Standard [DIN_IEC_62443-3-3] and other sources define the security objectives mentioned in

Table 1.

Table 1: Security objectives of IT security

Security objective

Description

Relevance for PROFINET

Integrity

Property of a system for the
protection against unauthor-
ized data manipulation.

High: Message packets must not be falsi-
fied as this could, for example, lead to the
unintentional activation of actuators or the
recording of incorrect measured values.

Confidentiality

Information is only accessi-
ble to certain users and re-
mains hidden from third
parties.

Low: The security objective “confidentiali-
ty of IO data” is estimated as low as long
as no conclusions can be drawn with re-
gard to company secrets (e.g., recipes).

Availability

Property of system, to al-
ways perform the required
function.

High: Depending on the production pro-
cess, there are generally high to very high
availability requirements. This is especial-
ly true for critical infrastructures.

Authenticity

Unique identification of a
system component and its
data.

High: The authenticity ensures that the
data can be uniquely assigned to its
source. The components must “identify”
themselves for this purpose and have a
counterfeit-proof digital identify.

Authorization

Enforce the permissions
assigned to an authenticat-
ed user (human user, soft-

High: The usage control ensures that only
authorized users can intervene in the au-
tomation system.

ware process or device) that
allow him to perform the
required actions in the au-
tomation system and moni-
tor the use of those permis-
sions.

Medium: Refers to installations where
traceability of user intervention is re-
quired. For example, pharmaceutical
plants operated in accordance with FDA

21 CFR Part 11 [FDA2018] [TEB2015].

Non-repudiation Ability to prove the occur-
rence of an alleged event or
activity and the person or

entity causing it.

With the exception of the confidentiality and non-repudiation security objectives, it can be seen
that nearly all security objectives for PROFINET are assessed with the relevance of “high.” To
achieve these security objectives, security measures are necessary that are to be realized at
various locations and by various stakeholders. The objective of this paper is to identify those
security measures that can be achieved through changes or additions to the PROFINET protocol
and possibly to the communication-relevant hardware as well. Other security measures, e.g.,
organizational security measures, are not considered as they do not reside in the area of re-
sponsibility of the manufacturers or of Pl and cannot be influenced by them or by PI. The follow-
ing chapter therefore deals with an assignment of the requirements to the actors to determine
the security measures that are relevant for this paper.
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5.2 Delineation of the requirements and of the actors

Figure 4 shows the actors in the IT security process described in the IEC 62443 series of stand-
ards and the associated parts of the standard.

Control system
Operator operatesand Guidelines for operation 2-1
- . maintains e . =3
Service provider Guidelines for maintenance 24
System develops and installs e ) 24
. Y P > Guidelines for plant design E
integrator
Product(s) a3
Product develops =
. P > Guidelines for product development 42
supplier products

[Structural specifications| Processes Functional requirements

Figure 4: Actors in the IT security process and the associated parts of IEC 62443

The actors are: Operator, service provider (for maintenance), system integrator and product sup-
plier. Figure 4 shows these with the corresponding primary activities in the security process. It
can be seen that, to ensure the IT security of a production plant, the coordinated interaction of
all three actors is necessary to achieve a high security level.

The operator of the system is, according to [IEC_62443-2-1], responsible for the organization of
the IT security processes. This includes, e.g., the training of the personnel, the establishment of
guidelines, the management of access rights, the assurance of the physical and environment-
related security as well as the patch management according to [IEC_62443-2-3]. A full list of the
tasks can be found in the cited standards.

This document considers the requirements that the production suppliers are to fulfil. For this rea-
son, organizational and planning-related aspects are not considered further here. For these
points, please refer to [PNO2013].

In a subsequent step, the requirements for the product suppliers are now further broken down
into general requirements that are to be realized by the manufacturer and into PROFINET proto-
col-related requirements that apply independent of manufacturer and are defined by PI.
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¥ Product life cycle and internal processes -
Y P # Specification of methods, e.g. for:
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s
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..

Product supplier PROFIBUS and PROFINET International (Pl)

Figure 5: Delineation of product supplier and PI, primary tasks

Figure 5 shows a delineation of the responsibilities [DIN_EN_62443-4-2] between the individual
manufacturers and PI. It can be seen that the generic requirements with respect to the develop-
ment process, the communication with the user, the product documentation, the production con-
figuration, etc., are in the scope of responsibility of the manufacturer. In this regard, this docu-
ment provides only recommendations for the manufacturers. The responsibility of Pl includes the
non-proprietary functionality of PROFINET with regard to protocol extensions for ensuring the
security objectives defined in Table 1. The document will focus on this in the following.

5.3 Remaining requirements on the PROFINET protocol extension

As the delineation in the previous chapter 5.2 shows, only those aspects that can be considered
from a non-proprietary perspective and with respect to the PROFINET protocol are to be consid-
ered in the following. Table 2 maps the generic security objectives defined in Table 1 to
PROFINET-specific security objectives. The requirements are sorted according to the operating
phases of a PROFINET system (configuration, startup, operation) and according to the generic
security objectives (integrity, availability, confidentiality, authorization, non-repudiation).
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Table 2: PROFINET-specific security-objectives
No. Oper- Generic Specific security ob- | Priority Comment
ating security jective
phase | objective
1 Opera- | Integrity The user-specified op- | high Prevention or detection of
tion eration (established data manipulation, sup-
application relation, pression of alarms. Pro-
consisting of 10 data, tection against unauthor-
alarms and record data) ized access to the compo-
of an 10 controller with nents.
a configured 10 device
must not be falsified or
changed.
2 Opera- | Integrity/ Unauthorized access of | high During running operation,
tion Authentici- | an 10 supervisor or an 10 supervisor can
ty / Au- | tampering with the data change the configuration
thorization | transferred by the 10 of the 10 device, read and
supervisor is to be pre- write acyclic data, read
vented. inputs as well as set out-
puts.
3 Opera- | Integrity The integrity of the | medium Falsification of the time
tion clock synchronization is could lead to faulty infor-
to be ensured mation during signal se-
guence acquisition (se-
guence of events).
4 Opera- | Integrity The integrity of the | high If the integrity is violated,
tion PROFINET IRT clock the real-time behavior of
synchronization (or TSN the system is not ensured.
synchronization in the
future) is to be ensured
5 Opera- | Availability | The availability of an | high Resistance against inter-
tion existing communication ference (e.g., over-
relation between 10 load/denial of service or
controller and 10 device manipulated data packets)
(established application has to be ensured within
relation consisting of 10 certain limits. E.g., by pri-
data, alarms and record oritizing  the  real-time
data) is to be ensured. communication during
processing or by deac-
tivating unnecessary ser-
vices.
Note: Part of these
measures lies with the
implementer.
6 Opera- | Availability | The availability of re- | medium The security concept must
tion dundancy functions, also include redundant

e.g., media redundancy,
is to be ensured

communication networks.
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No. Oper- Generic Specific security ob- | Priority Comment
ating security jective
phase | objective
7 Opera- | Confiden- | Confidentiality of the | low Only relevant if information
tion tiality cyclic and acyclic 10 about company secrets
data has to be ensured | (for most | (e.g., production recipes,
applica- 3D printer data, etc.) can
tions) be obtained from the IO
data.

8 Opera- | Confiden- | The confidentiality of | low Information can be used to

tion tiality the device and module prepare for an attack. A
identification (serial balance must be found
number, order number, between the need for net-
manufacturer) work diagnostics and pro-

tection against spying.

9 Opera- | Confiden- | It must not be possible | low Balance between the need

tion tiality to read out the network for network diagnostics
topology and protection against

spying on the network.

10 Opera- | Confiden- | The confidentiality of | No require- | ----

tion tiality the clock information | ment
(SoE, IRT, TSN) is to
be ensured

11 Opera- | Availability | The availability, confi- | low The interface is used for

tion dentiality and integrity the connection of network

Confiden- | of diagnostic data pro- management systems and
tiality vided by PROFINET is not relevant for real-time
] components via the operation. The priority is
Integrity Simple Network Man- therefore low.
agement Protocol
(SNMP) has to be en-
sured.

12 Startup | Integrity /| The identity of a |low In the future, secure iden-
Authentici- | PROFINET device (sta- tification of the device will
ty tion name, IP address, take place through a cryp-

subnet mask) is to be tographically secured pro-

ensured. (DCP fea- cess. Cryptographic safe-

tures) guarding of the previously
used DCP process is
therefore not considered
as necessary.

13 Startup | Integrity The integrity of the con- | high Falsification of the config-

figuration data that are
transferred from an 10
controller to an 10 de-
vice is to be ensured.

uration data could be used
to transfer invalid data
from an IO device to the
10 controller undetected.
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No. Oper- Generic Specific security ob- | Priority Comment

ating security jective

phase | objective

15 Startup | Integrity The integrity of the IP | low An attack during network
network  configuration configuration can result in
(DCP) is to be ensured traffic being redirected.
prior to establishing a Priority is set to low, as
communication relation. through end-to-end securi-

ty, attacks will be detected
at a later point in time.

16 Startup | Integrity The integrity of the | low An attack during network
PROFINET network configuration can result in
configuration (NoS) is traffic being redirected.
to be ensured prior to Priority is set to low, as
establishing a commu- through end-to-end securi-
nication relation. ty, attacks will be detected

at a later point in time.

17 Startup | Availability | The availability of an | high Automatic restart following
established communica- a power failure.
tion relation must be
ensured following a
power failure.

18 Startup | Confiden- | The confidentiality of | medium An attacker can use the

tiality the configuration data configuration data to ob-
that are transferred tain information about the
from an IO controller to structure of the 10 data
an 10 device has to be and use this for an attack.
ensured.

19 Startup | Confiden- | The confidentiality of | not a secu- | There is no critical infor-

tiality the IP network configu- | rity  objec- | mation in this item that
ration has to be en- |tive needs confidentiality.
sured prior to establish-
ing a communication
relation.
20 No Confiden- | The confidentiality of | not a secu- | ---
assign- | tiality the PROFINET network | rity  objec-
sign- configuration (NoS) has | tive
ment to be ensured prior to
establishing a commu-
nication relation.
21 No Authentici- | An 10 device must not | high Prevention of a man-in-
assign- |ty be controlled by an 10 the-middle attack.
sign- controller other than
ment intended in the plan-
ning.
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No. Oper- Generic Specific security ob- | Priority Comment
ating security jective
phase | objective
23 No Confiden- | The confidentiality of | high If the confidentiality is
assign- | tiality private keys has to be breached, network nodes
sign- ensured when using could use a false identity.
ment cryptographic process-
es.
24 Engi- Integrity/ The integrity and au- | high Falsification of the GSD
neering | authentici- | thenticity of the data in could be used to transfer
ty the device master file invalid data from an IO
(GSD file) have to be device to the 10 controller
ensured. undetected by the 10 con-
troller. This also applies in
the opposite direction.
25 Engi- Confiden- | The confidentiality of | not a secu- | ---
neering | tiality the data in the device |rity objec-
master file (GSD) has | tive
to be ensured.
26 Mainte | Integrity The integrity of the | high Is to be solved on a manu-
nance firmware in an 10 con- facturer-specific basis
troller is to be ensured
27 Mainte | Integrity The integrity of the | high Is to be solved on a manu-
nance firmware in an 10 de- facturer-specific basis

vice is to be ensured

The PROFINET-specific security objectives in Table 2 are to be supplemented with further re-
quirements that cannot be allocated directly onto to the generic security objectives. These in-
clude the following:

The real-time behavior of the PROFINET system must also to be ensured when security
measures are implemented. Note: As the planned cryptographic measures in the
PROFINET devices demand additional computing power, it has to be assumed that the
security measures could — when using the same hardware equipment — affect the cycle

time.

The security measures that are used must be state of the art.

Where possible, the security measures should be updatable via a software update when
they are not any longer state of the art.

The security concept should take into account economic considerations. These include:
Cost for the implementation, cost for maintenance, time to market.

The coexistence of PROFINET components with and without security measures must be
possible. An attacker must not be able to force unsecured operation, however.

© Copyright PNO 2019 - All Rights Reserved

Page 15 of 30 pages




PROFINET Protocol Security Version 1.05

e The replacement of defective devices during operation without the need to use an engi-
neering tool must still be possible.

e After a power failure, a system must be able to start up without connection to the Internet
(black start capability).

e During operation, there should be no need for additional permanently installed system
components. Additional components for startup of system (PKI, validation of certificates)
might be required.

e The existing PROFINET profiles, such as PROFIsafe, must be usable without restriction.

e The IT security solution that is to be defined should be scalable so that it can be adapted
to the requirements of various users.

e The solution to be defined must take into account the installed basis. Compatibility with
existing installations has to be ensured. The addition of components that are equipped
with activated IT security features must not endanger the operation of an existing system.

The appropriate security measures are derived from these requirements and the corresponding
prioritization in the next chapter.

© Copyright PNO 2019 - All Rights Reserved Page 16 of 30 pages



PROFINET Protocol Security Version 1.05

6 Description of the concept for a PROFINET protocol security

The following chapter describes the basic concepts with which a PROFINET system is to be pro-
tected in the future. At this point in time, this concept initially represents a work approach that
may still change in the course of further technical evaluation. In chapter 6.1, a simple PROFINET
system is first defined which will serve as the basis for the considerations. Chapter 6.2 then de-
fines security classes as not all security requirements apply for all systems. Chapter 6.3 presents
a migration strategy for existing installations. Chapter 6.4 describes the fundamental concepts.
This is followed in chapter 6.5 with a description of the selected security measures based on so-
called building blocks. The chapter concludes with additional measures for manufacturers and
operators.

6.1 Object under consideration

For the further considerations, a PROFINET system is first defined. This is shown in Figure 6.
The system is operated within the framework of the cell protection concept described in chapter
3.

Eggg IO Controller

Switch

Possibly in one
device

10 Device 10 Device

Figure 6: PROFINET example system

The example system consists of an IO controller with two allocated 10 devices and a switch. The
engineering station is used to configure the system. In addition, an 1O supervisor is connected to
the system. Human users exist for both systems, to whom corresponding user roles can be as-
signed if required. This may be, e.g., an additional tool for commissioning or for the diagnosis of
the bus system. In many cases, the engineering tool simultaneously performs the function of the
10 supervisor. Although a separate switch is possibly not necessary in many systems because
the components are equipped with integrated switches, this is considered here as well. This is
necessary since the switch may also contain configuration data, e.g., with respect to virtual net-
works. A switch without PN functionality is used in the example system. In addition to its switch
functionality, this also features the properties of a PROFINET 10 device. As a result, the switch
can transfer certain status information via the PROFINET protocol to the 10 controller, to the
engineering station or to the 10 supervisor.

Communication relations exist between the components of the systems shown in Figure 6. These
are shown in Figure 7.
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Figure 7: Communication relations in the example system

From the perspective of PROFINET, the PROFINET 10 Application Relations (10 AR) are of in-
terest. The 10 controller and the 10 device exchange cyclic and acyclic data as well as alarms
via the IO AR. Parallel to this, an IO supervisor can establish a communication relation with the
10 devices (Sup AR) to, e.g., perform diagnostics, read 10 data or manually set 10s for commis-
sioning purposes.

In addition to these PROFINET-specific communication relations, the engineering station has a
communication relation to the 10 controller to, e.g., load this with the control programs (shown as
Eng in the figure). Access data (logins) is generally required for both the engineering station as
well as for the 10 supervisor in order to use the stations.

In the following description of measures for safeguarding a PROFINET system, the explained
assets and the corresponding communication relations are used as a basis. The IO ARs and Sup
ARs are the focus of this document. The connection between Engineering and 10 Controller
(Eng) is given consideration as well, but is the responsibility of the manufacturer.

6.2 Definition of security classes

The analysis of the PROFINET security objectives in Table 2 shows that the security objectives
were given varying priority. This is true especially for the aspect of confidentiality. The confiden-
tiality security objective is only relevant in certain application cases in which it is possible to ob-
tain information about company secrets by reading the 10 data. It is known from [RUN2014a] that
the computing power for ensuring the confidentiality (encryption) is significantly higher than for
ensuring the integrity, e.g., through cryptographic checksums. Moreover, it is to be assumed that
most applications do not have confidentiality of the cyclic IO data as a security objective. For this
reason, three security classes are defined according to Table 3.
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Table 3: PROFINET security classes for IT security

Security | Name of the | Definition Typical area of application
class security

class
la Robustness Current status of PN security | Incremental improvement in rela-

according to chapter 3 and in | tion to current status of PN securi-
addition: SNMP default strings |ty. It must still be discussed
can be changed, DCP com- | whether this class is to be intro-
mands can be set to “read on- | duced.

ly,” GSD files are protected
against changes by signatures.

2 Integrity + In addition to the requirements | Isolated systems with communica-
Authenticity of security class 1, the integrity | tion relations to the outside. Sys-
and authenticity of the assets | tem cannot or not easily be divid-
and of the communication rela- | ed into zones separated from
tions are secured by means of | each other. Access to the installa-
cryptographic functions. The | tion cannot be secured (e.g., in-
confidentiality of the configura- | stallation is outdoors without per-
tion data is ensured. The con- | manently present personnel). Ap-
fidentiality of the 10 data is not | plication places no requirements
necessary. with respect to the confidentiality
of the 10 data.

3 Confidentiality | In addition to the requirements | Installation according to security
of security class 2, the confi- | class 2 in which information about
dentiality of the communication | company secrets can be obtained
relations is ensured. from the 10 data of the system.

The right column in Table 3 shows the typical areas of use for the three security classes.

Security class 1 provides short-term incremental improvements in relation to the current status
of PN security described in chapter 3.

Security class 2 is intended for installations that have a higher level of communication to areas
outside of the installation or in which access to the system can not be monitored as well. This
class is used if the operator has higher IT security requirements on the communication via
PROFINET. In this mode, the cyclic services are protected against unauthorized modifications.
At the same time, the trustworthiness, integrity and authenticity of the acyclic services are en-
sured.

Security class 3 ensures integrity, authenticity and confidentiality of all services. It is assumed
that security class 3 is only used in those cases where information about company secrets can
be obtained by reading cyclic IO data. Note: The acyclic communication services of security
class 2 offer an alternative for the transfer of confidential data, e.g., recipes.

Most applications are able to operate on the basis of security classes 1 and 2.

6.3 Migration strategy

Existing installations (brownfield installations) are generally built according to the description in
chapter 3. The IT security is ensured via the defense in depth concept. This is generally imple-
mented by isolating the installation to the outside, segmentation of the production network, ac-
cess protection and other measures.

To introduce security class 2, hardware and software are required that meet the requirements for
providing the additional security functions. Thus, the assemblies generally require higher compu-
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ting power. It is to be assumed that it will not be possible to retrofit existing installations through
software updates in all cases. A change to security class 2 or 3 therefore generally occurs when
installations are replaced or expanded. Because mixed operation of components of all security
classes will be possible, old system parts with security class 1 can be operated in parallel with
system parts with security class 2 or 3 in the same network.

6.4 Fundamental description of the main concepts

From the security objectives in Table 2 and taking into consideration the conducted further anal-
yses and underlying priorities, the following security measures can be derived for a PROFINET
system:

1. Ensuring the authenticity of the PROFINET nodes through a cryptographically secured
digital ID, e.g., in the form of certificates. The concept should also include the possibility
to securely store this ID, e.g., in a specially secured hardware component in the respec-
tive node. For further information, see [SPE2013] [RUN2014b].

2. Ensuring the integrity of the communication through cryptographic measures, e.g., cryp-
tographic checksums. This security measure must include all communication channels of
the PROFINET node, consisting of IP communication, PROFINET real-time communica-
tion and communication for network management.

3. Ensuring system startup and the assignment of components, e.g., of 10 devices to 10
controllers and engineering tools, through cryptographic measures. This also applies for
a system startup following a connection interruption.

4. Reporting of security-relevant events that can be detected by PROFINET devices. E.g.,
through additional PROFINET IT security alarms.

5. Ensuring the confidentiality of all acyclic data and of the configuration data. Additional
safeguarding of the confidentiality of cyclic data as optional function in security class 3.
Note here that the computing power for confidential communication (encryption) is signif-
icantly higher than for simple integrity protection, e.g., through a cryptographic check-
sum. Measured values for this can be found in [RUN2014b].

6. Ensuring the minimum requirements to protect against denial of service attacks. This as-
pect has already been realized acc. to [PNO2015] within the scope of netload tests. Dur-
ing the course of further work, it must be discussed whether a minimum requirement
higher than netload class | is required.

7. Protection of the integrity and authenticity of general station description files (GSD).

Further-reaching requirements, e.g., the integrity check GSDs in an engineering tool, secure
firmware and secure development process are, according to the delineation performed in chapter
5.2, to be implemented in a manufacturer-specific manner.

Furthermore, the fundamental mechanisms are described that allow secure communication to be
established in a PROFINET system.
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6.4.1 Use of certificates
The following chapter deals with the use of certificates as part of the PN security concept.

CJ000 4000 ) (/&) CI0000 Aoo
Jol i [ L[

State on delivery Operating state with manufacturer
with manufacturer certificate and operator certificate

Figure 8: Components with certificates

Figure 8 on the left shows the delivery status of an 10 component (IO Device, IO Controller) as
supplied by the manufacturer. A manufacturer certificate, shown in red in the picture, should be
stored in this component. This allows the operator to check the authenticity of the device. This
provides protection against unauthorized copying. When the operator takes over the component,
he must supplement his own operator certificate, shown in green in the figure. At the same time,
the operator can integrate the device into his own public key infrastructure (PKI) via his operator
certificate.

The certificate contains the public key of the component. As shown in Figure 9, the authenticity
of the public keys is verified using the certificates and digital signatures. In this case, the opera-
tor certificates are shown in the figure. The keys and device certificates can be managed via a
public key management function, such as is integrated in the engineering tool.

Cert Asymmetric key

/ pair
@ ||1unn
GOdEE

10 Device

10 Controller/
|0 Supervisor

Figure 9: Authenticity verification of the public keys via certificates

Based on this authentication, the symmetric keys are then created and exchanged.

© Copyright PNO 2019 - All Rights Reserved Page 21 of 30 pages



PROFINET Protocol Security

Version 1.05

Manufacturer-PKI

Figure 10: Authenticity check of the devices by means of manufacturer certificate

As can be seen in Figure 10, the authenticity of the manufacturer certificates can be checked in
regular intervals. This check allows certificates to be revoked by the manufacturer if necessary.
Currently under discussion is whether PROFIBUS & PROFINET International (PI) will define the
mechanisms for the authenticity check.

6.4.2

System power-up

As shown in Figure 11, a secured PROFINET system is powered up in two phases.

é Asymmetric N
operations
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operation

- J

Phase 1
Authentication +
Key exchange

Phase 2
Device parameter +
Communication

10 Device

Authent. Request

_Authent. Respo nse

Parameter requess
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Process data
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Figure 11: System power-up in two phases
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In phase 1, a private/public key process is first used for mutual authentication and to exchange
keys between the 10 controller or the 10 supervisor and the 10 device. To do this, the nodes ex-
change their public keys (blue in the figure) and together negotiate symmetric keys (green in the
figure) which are then used for the further communication (Phase 2). The changeover to a sym-
metric process is useful as this process demands less computing power than an asymmetric pro-
cess. In the event of a restart, e.g. if communication is interrupted, the described procedure is

repeated.
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6.4.3 Safeguarding the cyclic messages

The PROFINET data packets are safeguarded via a message authentication code. A crypto-
graphic checksum is calculated via the data packet here. By way of this measure, the integrity
and authenticity of the message packet can be checked by the receiver. The calculation of the
MACs uses the previously described symmetric keys in addition to a sequence counter. The ad-
vantage of this process is the relatively simple calculation of the MAC. In [RUN2014a], the suita-
bility of various message authentication codes have been evaluated for data packets with a
length typical for PROFINET. This examination has determined that the HMAC-SHA 256 algo-
rithm [NIST198] is the best-performing solution. No final selection of MAC algorithm has yet been
made. This will be determined following further discussion and testing. It is to be assumed that
the algorithm will be negotiated while the connection is being established to allow for a transition
to higher-performance algorithms in the future.

The content of the data packet remains readable. If necessary, encryption can optionally be per-
formed to take into account the confidentiality security objective.

6.5 Description of the measures for PROFINET

The IT security concept outlined in chapter 6.4 builds on a number of modules, which are divided
into the categories described in Table 4.
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Table 4. Module categories for PROFINET security

Category Description

Basics

Fundamental security measures

RTA/RTC Safeguarding of the cyclic layer-2 PROFINET communication and the acyclic

layer-2-based alarm mechanisms.

AR/RPC Non-cyclic communication for establishing a connection from an 10 controller

to an 1O device or from an IO supervisor to an 10 device.

Trust All functions that are necessary for identifying the communication partner and
establishing a trust relationship.

Supervisor Securing the connection to configuration or diagnostic tools that access an 10
Device via a PROFINET read access or the reading and writing of 10 parame-
ters, or as e. g. a diagnostic tool does via an implicit AR when reading diag-
nostic data.

GSD Protection of the device description file that is supplied with an IO device.

Test Tests that are to be performed during the certification of the PROFINET devic-

es are to be ensured in order to satisfy the security requirements according to
the defined security classes, robustness and interoperability.

Manufacturer Tasks of the manufacturer. These tasks are listed for the sake of complete-

ness but are assigned to the manufacturer.

Documentation | Provision of security-relevant information for operators.

The following sections describe the content of the modules.

6.5.1

Module basics

This chapter describes the fundamental measures for securing PROFINET communications. The
measures are:

1.

Establishment of a possibility to deactivate unneeded PROFINET services. A user inter-
face has to be provided for this purpose in the engineering tool, which can be used to
deactivate unneeded PROFINET- or other services. Example: Deactivation of network
management services (SNMP).

Generation of system alarms that indicate security-relevant events. Example: If, when us-
ing cryptographic checksums, data packets are detected whose cryptographic checksum
is not correct even though the data packet itself is intact (correct CRC), a system alarm is
to be triggered.

Limiting of the DCP service to read only. This can be used to prevent the unauthorized
changing of the device name, changing of the IP address and the resetting to the factory
settings.

Currently still in discussion: Use of secure network management services (SNMPv3). Use
of access data for accessing SNMP data in devices. Setting up access protection to the
network management data (community string).
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6.5.2 RTA/RTC module

The RTA/RTC module defines the safeguarding of the cyclic communication via the message
authentication codes described in chapter 6.4. Included here are:

1. Safeguarding of the cyclic layer-2 PROFINET communication and the acyclic layer-2-
based alarm mechanisms via message authentication codes.

2. Protection against replay attacks by additional message counters or integrity protection of
the existing message counters.

3. Regular renewal of the symmetric key during running operation as protection against re-
verse calculation of the key.

4. Option for security class 3: Additional encryption of the message.

6.5.3 AR/RPC module

The AR/RPC module is used for the secure setup and operation of the application relation. The
following measures are provided for this purpose.

1. Setup of the application relation between IO controller and IO device or between |10 su-
pervisor and 10 device via the asymmetric key process described in chapter 6.4. (Phase
1 acc. to Figure 11). Is used for:
a. Establishing a connection including security handshake.
b. Negotiating the symmetric key for cyclic and acyclic communation.
c. Changing the symmetric key at runtime.
2. Operation of the connection using the symmetric key determined under point 1, also for
acyclic non-real-time communication (e.g. record services).

Note: Authentication of the communication partners via operator certificates.

6.5.4 Trust module

The trust module handles the aspects of secure identities for assets and users as well as their
secure storage. To be addressed here in particular are:

1. Provision of secure identities for users, e.g., by requiring name and password when ac-
cessing the engineering tool or the 10 supervisor. The protection goals of authorization
and non-repudiation are realized through this.

2. Provision of secure identities for 10 devices, |0 controller and 10 supervisor, e.g.,
through manufacturer and/or operator certificates with the possibility for validating the
device certificates with a manufacturer certificate.

3. Option: Prior to the transfer of the operator certificate, the identity of the device is
checked via the manufacturer certificate.

4. Provision is to be made for a possibility to revoke certificates.

5. Provision is preferably to made for secure storage of the key information in specially se-
cured hardware modules (e.g., Trusted Platform Module TPM [BS12018]).

6.5.5 Supervisor module

The supervisor module handles the security of the 10 supervisor. This applies to both the access
of the operating personnel of the 10 supervisor as well as to the access of the 10 supervisor on
the 1O devices. The key measures are:

1. Authentication of the human user of the 10 supervisor by means of user name and pass-
word or a centralized user management (single sign on) or with certificates as an option.

2. Integration of the 10 supervisor in the secure establishment of a connection according to
Figure 11.

6.5.6 GSD module

The general station description (GSD) file is a text file based on the GSDML description lan-
guage, which contains the properties of PROFINET components. Provision is to be made for the
following expansions for the GSD:
1. Expansion of the GSD content with information that describes the security capabilities of
a PROFINET device.
2. Protection of the GSD content against changes, e.g., though a digital signature.
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6.5.7 Test module

PROFINET devices of security class 1 are today already subjected to a security test within the
scope of the certification process [PNO2015]. This test focuses primarily on the robustness of
the devices, particularly in regard to an overload (denial of service). These tests are to be ex-
panded in the future as follows:
1. Devices of security classes 2 and 3 must satisfy netload class Il according to [PNO2015].
The need to extend the network load tests should be discussed.
2. The effectiveness of the additional security measures, e.g., the triggering of alarms in the
event of security-relevant events, is to be tested within the scope of the certification. The
test specification [PNO2017] is to be expanded accordingly.

6.5.8 Manufacturer/vendor module

According to the delineation laid out in chapters 5.2 and 5.3, this document distinguishes be-
tween requirements that are to be undertaken through additions to various PROFINET docu-
ments and additions that are the responsibility of the manufacturers. This section provides the
manufacturers with information on which measures are to be taken by the manufacturer. In spite
of these recommendations, the aspects remain the responsibility and under the decision-making
authority of the manufacturer. In the following consideration, a distinction is made between com-
ponent manufacturers and system manufacturers. It is assumed that system manufacturers pro-
duce all component types (IO controller, 10 device, IO supervisor, engineering tool). It is as-
sumed that component manufacturers produce only IO devices.

Component manufacturers

1. Establish a process for issuing and revoking manufacturer certificates.

2. Provide a secure storage location for key information for 10 devices.

3. Establish processes for supporting a patch management system for software according to
[IEC_62443-2-3].

4. Take into account the development and documentation requirements oriented towards
[[EC_62443-4-1] and [IEC_62443-4-2].

5. Ensure the integrity of the software in 10 devices, e.g., by signing the software, in combi-
nation with a secure boot if necessary.

System manufacturer

All requirements of a component manufacturer must be satisfied. System manufacturers must
also satisfy the following points:
1. Establish a user management system with assignment of user rights for 10 supervisor
and engineering tool.
2. Provide a user interface for the configuration of security functions, e.g., for the deactiva-
tion of unneeded services, integrity test of the GSD. A concept for the procedure in the
event that GSD integrity check is not passed or not possible should be defined and im-
plemented by the system manufacturer.
3. Provide a secure storage location for key and other critical information for 10 controller,
10 supervisor and, if applicable, engineering tool. Transitional solutions are possible:
4. Provide a tool for generating operator certificates, e.g., in the engineering tool or else-
where.
5. Ensure the integrity of the software in 10 controller and 10 supervisor, e.g., by signing the
software, in combination with a secure boot if necessary.
6. Protect the connection between engineering tool and 10 controller against tampering.
Note: This communication is generally realized in a manufacturer-specific manner.
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7 Summary and outlook

The information provided in this document is, for now, relatively general and less specific. In a
subsequent publication, this document will serve as the basis for determining which parts of the
PROFINET specifications require expansion. These will likely be:

PROFINET Application Layer Protocol for Decentralized Periphery [PNO2018c]
PROFINET Application Layer Services for Decentralized Periphery [PNO2018b]
PROFINET Security Guideline for PROFINET [PNO2013]

Test Specification for PROFINET [PNO2017]

GSDML Technical Specification for PROFINET [PNO2018a]

PROFINET Design Guideline [PNO2014]

Additional document: Implementation Information for PROFINET Components (new doc-
ument)

The corresponding working groups at Pl will prepare the necessary changes and present them
for discussion within PIl. The necessary technical detailing will then be performed as well. Fur-
thermore, prototyping is currently being discussed. Final results are not yet available.

In a next step, the specified security solutions will be mirrored on the basic requirements of the
IEC 62443 standard of series and verified. Due to time constraints, this examination cannot be
part of this paper.
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